
 

Dear Windsor West resident 

Every year thousands of Canadians fall victim to preventable fraud schemes, losing million of 

dollars and compromising their privacy and personal security.  My office receives calls from 

people victimized by fraud schemes and who were lured by sophisticated  techniques into 

falling prey to these fraudsters. Beyond money lost, homes, businesses and other properties 

have been stolen by unidentified threats.  The impact of fraud on victims can be devastating.   

This brochure is a tool for yourself to help educate members of our community to the most 

common types of fraud, how to avoid falling victim, how to recognize and protect yourself from 

common scams and resources to fight back. 

Please contact my office at (519) 255-1631 or brian.masse@parl.gc.ca if you would like anything further on this 

subject. 

Yours truly, 

 

 

                                                                                                                                                                                              

Brian Masse M.P. (Windsor West)                                                                                                                                                                   

Gather all information about the fraud. 

This includes  documents, receipts, 

copies of emails or  phone messages. 

Report the incident to the Windsor 

Police. You can email them at: 

fraud@police.windsor.on.ca          

for their information, but to file a 

report, you must reach them at:   

Contact the Canadian                               

Anti-Fraud Centre:                     

www.antifraudcentre-

centreantifraude.ca 

Report the incident to any financial 

institution involved in any money 

If the fraud took place on a website, 

let the website know under their 

Put flags on all of your financial 

accounts and report to both credit 

Canadian Anti-Fraud Centre      1-888-495-8501 
Crime Stoppers Windsor      1-519-258-8477 
Equifax        1-800-465-7166 
TransUnion        1-800-663-9980 
Windsor Police       1-519-255-6700 

“This booklet is designed to help you and your family 

protect your wallet and your privacy.  Fraud happens, 

but I want to help you recognize it before you or your 

family become victims.” 

~ Brian Masse M.P. (Windsor West) 

FRAUD SAFETY FOR YOU 

Phone: 519-255-1631 

E-mail: brian.masse@parl.gc.ca 

www.brianmasse.ca 



Can you spot fraud and scams?  Take the quiz at:                                         
 www.competitionbureau.gc.ca/eic/site/cb-bc.nsf/eng/h_00122.html  

 

Fraud threatens every Canadian, regardless of education 

level, age or income.  From January 2014 to December 

2016, it is estimated that Canadians lost over $290 million 

to fraudsters. Scam artists continue to use techniques by 

phone, computer and in person.  However, they have also 

begun using social media platforms to target younger 

generations. Most often though, fraudsters target seniors.  

Canadians aged 60 to 79 lost almost $28 million to various 

scams during this period.  It is estimated that only about 

5% of all fraud gets reported because most people are 

embarrassed or because the loss was not large enough to 

report.   

 

 

 

 

 

 

                                                       

No matter how sneaky a fraudster thinks they are, if you 

have the facts and are informed, you stand a better 

chance of  not falling victim. 

 Review the fine print, terms and conditions before making 
any purchases 

 Conduct open source searches to see if anyone has been 
scammed by this advertisement, or business in the past 

 Beware of paid advertisements online—they are not always 
affiliated with the website you are viewing 

 Prior to sending any money, contact he person who 
requested the transfer in person or by phone to confirm the 
request was legitimate 

 Beware of unusual email requests 
 Never click on links or open attachments in unsolicited 

emails or even from someone you know if it looks 
suspicious 

 Review your credit card statements regularly for 
unauthorized charges 

 Remember: if it sounds too good to be true, it probably is. 

Ransomware is a type of malicious software designed to block 
access to a computer until a sum of money is paid. A computer can 
be infected by ransomware in a number of ways, but most commonly, 
victims click on a malicious link or attachment received through a 
phishing email. Once infected, victims will see a "ransom" note which 
is often designed to scare or extort the victims into making a payment 
to have the computer unlocked. 

S eniors are especially vulnerable to scammers. 

From abuse of your trust by family or financial 

advisors, to telephone and internet fraud, it’s time to 

know how to fight back. Many resources are available to 

you online at the following websites, or by calling my 

office and we will get copies to you at your request.   

http://www.antifraudcentre-centreantifraude.ca/fraud

-escroquerie/seniors-aines-eng.htm 

http://www.carp.ca/2016/11/08/get-scam-smart-

resource-guide/ 

Brian Masse (519) 255-1631 

Social media is great for connecting but cybercriminals know that it is a goldmine for up-to-date information 
from unsuspecting victims. Here are the top 5 social media scams to beware of: 

 

1. Hidden URL’s: these shortened links can install malware. Protect yourself with good spyware and anti-virus software. 

2. Phishing Requests: Someone says to check out these pictures of yourself by clicking HERE! You enter your personal information 
and password and now the criminals have access to all of your files! 

3. Hidden Charges: “Find out your personality type,”  by entering your cell number. You get your answer and a cell charge! 

4. Cash grabs: You make friends online—some are new, others are old. You’re contacted to help with some money.  Think twice 
about the new friend, and contact that old friend to see if it is legitimate.  Most times, it’s not. 

5. Chain letters: They’re back! Asking you to “share this with 10 friends and get a free product,” or “someone will donate $5.00 for 

every share.” These are just time wasters and will not lead to a free product or donations. 

Employment Scam: Offers for jobs that pay too well and require you to deposit a cheque in advance. Most often the cheque 

was counterfeit and you are held responsible for the funds. 

Investment Scam: Big promises of low risk, high returns on financial investments. These are just risk 

taking bets and not investments where you will not see a return. 

Fake Lottery Winnings: Calls come in to tell you that you have won a big lottery.  They want you to pay a 

fee, tax or insurance before you receive your pay-out.  

Canada Revenue Agency Scam: The number 1 scam in 2016, callers threaten you with jail or legal action if 

you don’t pay your outstanding balance. CRA DOES NOT call Canadians! 

Romance Scam: online dating scams end up with catphishers assuming the identity of 

someone else. They trick people on dating sites with phony relationships for financial gain. 

Advance Fee Loan: Paying up-front fees to get a loan is illegal in Canada and the US.  Fraudsters prey on 

people who do not qualify for loans through regular financial institutions. 

Online Purchase Scams: So many new websites pop-up daily advertising unbelievable deals. Scammers 

take your money and send counterfeit items, or lock you into monthly payments, or never send your items. 

Wire Fraud or “Spearphishing”: Scammers pose as company executives demand money be paid to a fake 

company.  This targets small businesses and creates big financial debts. 

Fake Online Endorsement and Sponsored Content: Consumers purchase items based on reviews and 

social media influencers only to learn that the reviewers were paid by the companies and it might not be what was expected. 

Identity Fraud: Fraudsters steal your identity in order to take out new credit cards, bank loans and to rent 

property in your name. They have been know to even take mail out of mailboxes to gather information. 


